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SampleContentProvider.java

~ B~
SQLiteDatabase db = SQLiteDatabase.openOrCreateDatabase(new File(

"/data/data/" +'Qétconai@§(5wéetPaékégéNémé()“¥w"/aatabases/",
DATABASE), null); AN

NP QLiteDatabase#openOrCreateDatabase

final String sql = "" + ZERALTWS

"CREATE TABLE IF NOT EXISTS items (" +

" 7 id" INTEGER PRIMARY KEY AUTOINCREMENT, " +

" “"title  VARCHAR(255), "description TEXT," +

" “level® INTEGER, identifier  TEXT, ~link  TEXT," +
"datetime” VARCHAR(255), created at  INTEGER" +

")";

db.execSQL(sql);
db.close();
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SQLiteOpenHelperJ=> X

e ABBTI(E
e Context#openOrCreateDatabasezZBFUMHUTUL\D

o J\—=wS, 3 UIIEEEAT
e Context.MODE_PRIVATEEIE

boolean success = false; SOLiteOpenHelpery S ”
SQLiteDatabase db = null; Q P perd S ADAEP

if (mDatabase '= null) mDatabase.lock();
try {

mIsInitializing = true;

if (mName = null) {

db = SQLiteDatabase.create(null);
} else {

db = mContext.openOrCreateDatabase (mName, 0, mFactory, mErrorHandler);

}

L ) )
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- Context#openOrCreateDatabaseZ U LTS
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Full Disclosure: Android Multiple Vulnerabilities
http://seclists.org /fulldisclosure/2012/Feb/111

20125F2AHI(C
Full Disclosure CaExR=N/

ISHIGIENGTI (Oday-NO.0) android-webkit local cross-domain vulnerability
Packet

) android-webkit allow local html files cross any http domain and the local
file.demo

<script>
var request = false;
iflwindow XMLHttpRequest) {
request = new XMLHttpRequest();
ifirequest.overrideMimeType) {
request.overrideMimeType('text/xml’);

} else iftwindow.ActiveXObject) {
var versions = ["Microsoft. XMLHTTP', "MSXML.XMLHTTF,
'Microsoft XMLHTTF,
‘MexmI2 XMLHTTP.7.0°,'MsxmiI2 XMLHTTP.6,.0',"MsxmI2 XMLHTTP.5.0',
'MsxmI2. XMLHTTP.4.0°, 'MSXML2 XMLHTTP.3.0", '"MSXML2 . XMLHTTP);
forivar i=0: i<versions.lenath: i++){

L — TE——

Copyright © 2012 JPCERT/CC All rights reserved. 18 ICCH


http://codezine.jp/article/detail/6618
http://codezine.jp/article/detail/6618

cEZ2ESFT UL

CodeZine: AY¥—hFIA>PITUADIT SIOHIKEED
HRE(CEBORBIR -- WebView2ZSXDBIREICDULT
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WebView? 5 X & JavaScript

WebView2 52 ERBELESEE,. ZRLBTRELZSBVDRJavaScriptERNDICLEES
TT, F72IETRJavaScriptORERBRBCZNTVWET Y,
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e Full Disclosurehsc R4
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WebViewActivity.java

final String url = getIntent().getStringExtra("url");
~ B~

wSettings.setJavaScriptEnabled(true);

webView.loadUrl (url);

imARANICHDHTMLI 71J)L

DURLZ7ZIJVI(CEKITET
file:///mnt/sdcard/exploit.html
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BIRE LD H : WEFHNAHRI SHTML

file:///mnt/sdcard/exploit.html

<script>
var xmlhttp

new XMLHttpRequest();
CDHTMLEZRRIBDFZIVUDI 7L ILINA

xmlhttp.open v S

'GET', i<

'file:///data/data/xxxxxxxx/défabases/webview,db',

xmlhttp.send(null);

var ret = xmlhttp.responseText;

document.detElementByld( result J.innerHINL = ret
</SCfipt>.w_A-'” T TR T R

| \

I ANDREERR
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BERGE : fileAF— LA

il : R—>&FRRAULRRL

final String url = getIntent().getStringExtra("url");

String loadUrl = "about:blank";
1f_(}url»stgrtswlth(fflle_f)) {

Bl - Javascrlpt’&;%?f)] [cID

final String url = getIntent().getStringExtra("url");

o \ =1
wSettings.setJavaScriptEnabled(false)s fileAF—AD'EFENT
lf ~(lurl.startsWith("file:")) { / WA FITWYVITSD

ﬂ}WSéttingswSetJaVaScriptEnablé?(true)'
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API Level 16(Android 4.1)h'5

File AF+—LDi5RHAHICETIAYV Y RHLEDNN

WebSettings#setAllowFileAccessFromFileURLs
WebSettings#setAllowUniversalAccessFromFileURLs

public abstract void setAllowFileAccessFromFileURLs (boolean
flag) S
public abstract void setAllowUniversalAccessFromFileURLs

Sets whether JavaScript running in the context of a (boolean flag) e A Level 16

to access content from other file scheme URLs. To e

therefore secure policy, this setting should be disabl  Sets whether JavaScript running in the context of a file scheme URL should be allowed

isignored if the value of getAllowUniversalAcce:  to access content from any origin. This includes access to content from other file scheme
URLs. See setAllowFileAccessFromFileURLs(boolean). To enable the most

The default valueis true for APl level ICE_CREAM_S/ restrictive, and therefore secure policy, this setting should be disabled.

for APl level JELLY BEAN and above.
The default value is true for APl level ICE CREAM SANDWICH MR1 and below, and false

Parameters for APl level JELLY BEAN and above.
flag whether JavaScript running in the context
allowed to access content from other files¢ ~ Parameters
flag whether JavaScript running in the context of a file scheme URL should be
allowed to access content from any origin

e — S

http://developer.android.com/intl/ja/reference/android /webkit/WebSettings.html#setAllowFileAccessFromFileURLs(boolean)
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F&8 : fileRF—A

URL(CfileAF—LD'EEFEN

CL\dEa(lX,. Javascriptz
FNCTBAID R—S&ZEFTR
UIBWKDICHIBRT S &
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WebView#addJavascriptInterface

BRI 7ITUDREE?

WebView#addlavascriptl
nterfacez{ERA LTS
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iR &5 61 : addJavascriptInterface

WebViewActivity.java

final String url = getIntent().getStringExtra("url");

~hEE~
wSettings.setJavaScriptEnabled(true);
webView.addJavascriptInterface(new JsObject(this), "jsObject");
webView.loadUrl (url);

private Context mContext;

public JsObject(Context context) {
// TODO Auto-generated constructor stub
mContext = context;

Copyright © 2012 JPCERT/CC All rights reserved. 27 JPCERT [¥{®°



iR &5 61 : addJavascriptInterface

JavascriptZ{#ER U TContextZlRE=NTUES

var myclass = JjsObject.getClass|();

var field = myclass.getDeclaredField( 'mContext');
field.setAccessible(true);

var context = field.get(jsObject);

var p = context.getPackageManager();:;

var 1 = p.getInstalledApplications(8192);

var s = l.toString()

document.write(p.toString());

document.write("<br />");

document.write(s.substr (0, 100));

document.write("<br />");

for (var x = 0; x < l.size(); x++) {
document.write("<br />");
document.write(l.get(x));

}

document.write("<br />");

Copyright © 2012 JPCERT/CC All rights reserved. 28 CCh



iR EIRBHl : Context

ContextZ#F> TLVaTN(E
LA UK TRU ?
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BRELERBH : VSAO—HY—ZHISTES

Javascripth 593 A0—49—ZMEITDCEETES

var classLoader = myclass.getClass().getClassLoader();
var ¢ = classLoader.loadClass(

‘android.telephony.TelephonyManager');
document.write(c.toString());
document.write("<br />");

c DY > T’ )LClETelephonyManager#z
O—RUTWBH, COOUSATIIRL 5
D, EHBDVS5AZE0—FRTSEContext
HEESTETULES

@goroh_kun®FFREH! http://ierae.co.jp/uploads/webview.pdf
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figiR7G 7 « addlavascriptInterface

HRIR. BRDEEHDIEA
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F &£ & : addJavascriptInterface

addJlavascriptInterfaceld
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Android Security Overview
Android7' S R I A—AICBIFRICF1VUFT 1 DIEIE
http://source.android.com/tech/security/index.html

Designing for Security
TF1VUFsZSRICBENVE7 I VURRDOIEHZEE EDHIEXS
http://developer.android.com/guide/practices/security.htmi

Security and Permissions
NK—=v >3 >DHBH%EE L < 85 5EICDUNTHEH

http://developer.android.com/guide/topics /security/permissions.html
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http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.pdf

ISSEC [Android 77 UDt+1 Pt - £+
O PIA—F12IBA K

http://www.jssec.org/dl/android_securecoding.pdf

Java €F¥2173—F 1 2D RXF9249—R CERT/
() OraclehR

https://www.jpcert.or.jp/java-rules/

_ [Android Security 2R 7IJUT—>3>%
= ERTBEHIC] FAYVI MO TFPHKEH
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